SO Y TE TINH KON TUM  CONG HOA XA HOI CHU NGHIA VIET NAM

BENH VIEN TAM THAN Déc 1ap - Tw do - Hanh phuc
S6:16  /QDP-BVTT Kon Tum, ngay 22 thang 02 nam 2024
QUYET PINH

V& viéc ban hanh Quy dinh dam b:o an toan, an ninh théng tin
trong hoat dong wng dung cong ngh¢ thong tin
cua Bénh vién Tam than tinh Kon Tum

GIAM POC BENH VIEN TAM THAN TINH KON TUM

Can ctr Luat An toan théng tin mang s6 86/2015/QH13 ngay 19/11/2015;

Can ctr Luat cong nghé thdng tin sé 67/2006/QH11 ngay 29/6/2006;

Can ct Nghi dinh s6 64/2007/ND- CP ngay 10/04/2007 caa Chinh phu vé
ung dung cong nghé thong tin trong hoat dong cia co quan, nha nudc.

Cin clr Cong vin so 2632/SYT-KHTC ngay 28/8/2018 cia S¢'y t& Kon
Tum vé viéc dam bao bi mat nha nudc trén khdng gian mang.

Cin cir Cong vin s6 99/UBND-HC ngay 13/09/2018 cua UBND thanh Ph
Kon Tum vé viéc dam bao an toan, an ninh thong tin trong hoat dong ng dung
CNTT,;

Theo dé nghi can bo phu trach cong ngh¢ thong tin va phong T6 chuc -
Hanh chinh — Ké hoach — Tai chinh, Bénh vién Tam than tinh Kon Tum;

QUYET PINH

Pi¢u 1. Ban hanh kém theo quyét dinh nay Quy dinh dam bao an toan,
an ninh thong tin trong hoat dong ttng dung cdng ngh¢ thdng tin cia Bénh
vién Tam than tinh Kon Tum.

Piéu 2. Quyét dinh co hiéu lyc tir ngay ky ban hanh.

Piéu 3. Phong T6 chue - Hanh chinh — K& hoach — Tai chinh, cac khoa chiu
trach nhiém thi hanh Quy¢t dinh nay./.

Noi nhan: GIAM DbOC

- Lanh dao BVTT,;

- Nhu diéu 3;

- Luu: VT, TCHCKHTC. - e —

Dinh Van Khué



SOY TETINHKONTUM  CQNG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN TAM THAN Péc lap - Tu do - Hanh phiic

QUY DINH
Pam bdo an toan, an ninh thong tin trong hoat dgng
rng dung cong nghé thong tin ciia Bénh vién TAm than tinh Kon Tum
(Ban hanh kém theo Quyér dinhs6 ~ /OP-BVTTngay 20 thang 02 nam 2024
cua Giam doc Bénh vién Tam than tinh Kon Tum)

Chuong I
QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh

Quy dinh nay quy dinh vé cac noi dung, bién phéap dé bao dam an toan, an
ninh thong tin trong hoat dong wng dung céng nghé thong tin trén moi truong
mang caa Bénh vién Tam than tinh Kon Tum.

Piéu 2. Pdi tweng ap dung

1. Quy dinh nay duoc &p dung ddi véi cac khoa, phong tai Bénh vién Tam
than tinh Kon Tum.

2. Cong chiic, vién chirc dang 1am viéc tai Bénh vién Tam than Kon Tum,
cac ca nhan, to chuc co lién quan khi tham gia van hanh, khai thac, st dung hé
thong CNTT tai Bénh vién Tam than tinh Kon Tum.

Piéu 3. Giai thich tir ngir
1. An toan thdng tin: La su bao vé thong tin va hé thong thdng tin tranh bi

truy nhap, st dung, tiét 16, gian doan, sira doi hoic phé hoai trai phép nham bao
dam tinh nguyén ven, tinh bao mat va tinh kha dung cta théng tin.

2. An ninh théng tin: La su bao dam théng tin, hé théng thong tin duoc phuc
vu lién tuc, tranh bi gian doan, ngédn chan cac truy cap trai phép lam stra doi, pha
hoai hodac ro ri théng tin.

3. H¢ thong thong tin: La tap hop thiét bi phan cang, phan mém va co s6
dir liéu duoc thiét lap ghuc vu muc dich tao lap, cung cap, truyén dua, thu nhap,
Xt 1y, luu trir va trao doi thong tin.

4. Hé thang mang Lan: La hé théng mang noi bo dung dé két ndi cac may
tinh trong mot pham vi nho (O dady la giira cac khoa, phong cia Bénh vién Tam
than tinh Kon Tum). Cac may tinh trong mang LAN c6 thé chia sé tai nguyén voi
nhau, ma dién hinh 1 chia sé tap tin, may in, may quét va mot sé thiét bi khac.

5. Pia chi IP: La mdt dia chi don nhat ma nhiing thiét bi dién tir hién nay
dang st dung dé nhan dién va lién lac v&i nhau trén mang may tinh béng cach su
dung giao thuc Internet.


http://vi.wikipedia.org/wiki/M%C3%A1y_t%C3%ADnh
http://vi.wikipedia.org/wiki/M%C3%A1y_t%C3%ADnh
http://vi.wikipedia.org/wiki/T%E1%BA%ADp_tin
http://vi.wikipedia.org/wiki/M%C3%A1y_in
http://vi.wikipedia.org/wiki/M%C3%A1y_qu%C3%A9t
http://vi.wikipedia.org/w/index.php?title=%C4%90%E1%BB%8Ba_ch%E1%BB%89_m%E1%BA%A1ng&action=edit&redlink=1
http://vi.wikipedia.org/wiki/M%E1%BA%A1ng_m%C3%A1y_t%C3%ADnh
http://vi.wikipedia.org/wiki/Giao_th%E1%BB%A9c_Internet

6. Thiét bi luu trir ngodi: La cac 6 cang di dong, USB, dia CD, DVD....

7. Twong lira (Firewall): La rdo chin (phan cang, phan mém) duoc 1ap ra
nham kiém soat ngudi ding mang Internet truy nhap vao cac thong tin khong
mong mudn va ngudi ding tir bén ngoai truy nhap trai phép thdng tin trong mang
noi bo.

8. Moi truong mang: La moi truong trong do thong tin duoc cung cap,
truyén dua, thu nhap, xt 1y, luu trir va trao d6i thong qua co so ha tang thong tin.

Piéu 4. Nguyén tic bae dam an toan, an ninh théng tin

1. Bénh vién Tam than tinh Kon Tum c6 trach nhiém phé bién kién thic co
ban vé an toan, an ninh thdng tin cho can b cong chuc, vién chuc cua cac khoa,
phong, cac don vi truc thugc.

2. Ca nhan thudc cac khoa, phong tai Bénh vién Tam than tinh Kon Tum
khong dugc xam pham an toan, an ninh thdng tin cua ca nhan khac (tu y truy cap
may tinh, sao chép thong tin di liéu ca nhan ma chua dugc sy dong y)

3. Nghiém cam soan thao, luu trir, sao luu thong tin bi mat nha nudce trén
may tinh hoac thict bi dién tir c6 tinh nang luu trir thong tin co ket noi internet.

4. Khong két ndi mang noi b chira théng tin bi mat nha nudc véi mang
internet va nguoc lai.

5. Nghiém cam trao doi thong tin bi mat nha nu6c qua dién thoai, fax, hop
thu dién tir ma khong cdé giai phap ma hoa co yeéu.

6. Khong trao doi thong tin bi mat nha nude qua hop thu dién tir ca nhan va
cac dich vu OTT (cac ung dung va cac ndi dung nhu am thanh, video dugc cung
cap trén nen tang Internet...) trén internet.

7. Céc thiét bi c6 noi dung luu trit bi mat nha nude khong sir dung nixa phai
duoc xir ly hoac tiéu huy theo dung quy trinh, quy dinh ctia nha nudce vé bao vé
bi mat nha nudc.

8. Nghiém cam sir dung cé4c thict b ¢ kha nang luu trit dé sao chép dix ligu
gilta cac may tinh dung dé soan thao noi dung bi mat nha nude véi cac may tinh
hoac thiét bi, phuong tién dién tur cd két noi internet.

9. Khdng str dung céc thiét bi dién tir co ngudn gbe tir Trung Québc dé soan
thao, luu trir van ban mang ndi dung bi mat nha nudéc.

10. Cac hoat dong ung dung CNTT trong co quan nha nudc phai tuan theo
nguyén tac bao dam an toan thong tin dugc quy dinh tai Diéu 42, Nghi dinh
64/2007/ND-CP ngay 10/4/2007 cua Chinh phua vé ung dung CNTT trong hoat
dong cua co quan nha nudc.



Chuong I1
CAC QUY PINH PAM BAO AN TOAN, AN NINH THONG TIN
Piéu 5. Quan ly tai khoan nguoi dung
1. Can bo, vién chuc phai cai ¢t mat khau cho may tinh ca nhan caa minh,
cO trach nhiém bao vé va bao mat tai khoan, dir li¢u cua ca nhan, cua phong va
Cua co quan nhu: Hom thu cong vu, phan meém Mot ctra dién tir ( neu cd), quan
Iy doi twong huong bao hiém y t€ tr ngén sach Nha nudc,...; khong tu y xam
nhap cac tai khoan cua nguoi khac dé su dung; khong cung cap thong tin tai
khoan cua ca nhan, co quan cho cac t6 chirc, ca nhan khéng co lién quan.

2. Mat khau phai thay do6i thuong xuyén hodc dinh ky moi thang 01 lan;
khong dung mot mat khau trong nhicu tai khoan.

bicu 6. Vé quan ly, sir dung co sé vat chat
1. Doi véi cac thiét bi CNTT:
a) May chu phai ¢ x4c thuc bang co ché mat khau khi ty dong truy cap

b) Khéng truy cap vao cac két ndi internet khong an toan (han ché truy cap
cac trang web khong r6 noi dung va khéng phai dia chi la https:\\, khong cé ky
hiéu khéa bao mat...)

¢) May chu chira dit liéu quan trong va thuong xuyén két ndi Internet phai
cai dat cac phan mém diét virus c6 ban quyén; cé co ché bao vé thu muc va tap
tin khi chia sé tai nguyén dung chung.

d) Can bo, vién chac caa Bénh vién Tam than cé trach nhiém quan ly trang
thiét bi CNTT ( may tinh, may in, thiét bi ngoai vi. .) dugc giao tai phong lam viéc
cua minh, ty quan ly di liéu, thong tin trén may néu c6 su ¢b hoic hong, 16i bao
ngay cho can bo phu trach CNTT cua trung tdm khic phuc, sira chia.

e) May tinh va cac thiét bi CNTT dé noi an toan, tranh anh huéng cua cac
tac nhan bén ngoai nhu nang, mua...; khong dé céc tai liéu, vat liéu dé chay gan
may tinh va cac thiét bi CNTT dé tranh xay ra chay nd; thudng xuyén vé sinh cho
may vi tinh; hang ngay kiém tra theo ddi sy hoat dong ciia may vi tinh va céc thiét
bi... Khi khdng sir dung nén tt may vi tinh va c4c thiét bi nham tiét kiém dién va
phong chéng cac xam nhap trai phép.

f) Trong qua trinh sir dung céc thiét bi CNTT, khi ¢6 sy ¢ xay ra d6i voi
cac thiét bi CNTT cua can bo, vién chuc thi nguoi tryc tiép st dung thiét bi CNTT
thong bao vai can bd phu trach CNTT cuaa co quan, don vi; néu su cé nho, khdng
phai thay thé hoic sira chita linh kién thi can bo dugc giao phu trach CNTT cua
trung tam xir Iy tryc tiép. Néu c6 su ¢ 16n, can phai thay thé linh kién dé sta chira
thi nguoi dung thiét bi CNTT phai 1am dé xuat trinh 1én ban lanh dao cua trung
tam dé goi dich vu stra chia.

2. Hé théng mang LAN

a) Can bg, vién chuc cua Bénh vién khi tham gia vao mang LAN khéng
duoc tu v thay doi cac tham s6 mang, néu tu y thay doi tham s6 mang thi nguoi



thay d6i phai chiu hoan toan trach nhiém. Truong hop can thiét phai thay doi tham
s0 mang, bao can bo phu trach cdng nghé théng tin ctia co quan biét dé xur ly.

b) Can bd phu trach cong nghé théng tin chiu trach nhiém kiém tra, theo
ddi, danh gia sy hoat dong cua cac thiét bi mang va cac thiét bi khac theo diing
tiéu chuan ky thuat; thuc hién cdng tac bao tri, bao dudng dinh ky, dot xuat, giam
tbi da cac su ¢b ky thuat;

c) Can bo phu trach cong nghé thong tin chiu trach nhiém huéng dan, cai
dat hé théng an ninh mang theo dung tiéu chudn an toan bao mat; thuong xuyén
klem tra, quét virus cho tat ca cac may tinh, xi ly khac phuc kip thoi khi xay ra
su ¢b, dam bao hé théng mang may tinh hoat dong 6n dinh, lién tuc.

Piéu 7. Co ché sao lwu dir liéu
1. Phan loai dir liéu sao luu
a) Dix liéu hé thong

b) Cac dir liéu khac cai dat trén may tinh ca nhan do cac can bg, vién chue,
thudc don vi soan thao, tao 1ap trén cac may tinh trong mang noi bg.

2. Quy dinh thiét bi sao luu

a) Déi vai dit lieu hé théng: Sur dung chirc ning sao luu dy phong cua cac
ung dung.

b) Pdi voi cac dir lidu khac: Cac dir liéu can luu trix, cac khoa, phong va
cac don vi truc thudc tu sao chép vao cac thiet bi luu trir @& dam bao dir liéu it
nhat luu trir ¢ hai noi dé phong 6 dia cirng ctia may tinh bi hong.

3. binh ky sao luu

Tay vao mtc d6 quy dinh thai han mai loai thong tin, dit liéu can sao luu.

a) Déi voi dit lidu hé thong: Sao luu dinh ky: 3 thang/lan;

b) Bdi véi cac hé thdng thong tin: Sao luu thuong xuyén;

¢) Bdi véi cac dit liéu khac: Sao luu khi co thay doi thong tin.

Piéu 8. Giai quyét va khic phuc sw cé vé an toan, an ninh théng tin

1. B6i véi can bo, vién chic

a) Thong bao kip thoi cho can b phu trach CNTT cua co quan, don vi khi
phat hién céc su cd gay mat an toan, an ninh théng tin trong hé théng mang.

b) Truong hop xay ra su c6 nghiém trong ma céan bo CNTT cua Bénh vién
khong khac phuc duoc phai kip thoi bdo cao cho lanh dao dé ban lanh dao kip
thoi bao cao cho co quan chuyén mén, can bg phu trach CNTT cua co quan quan
ly cap cao hon dé cé giai phap xu ly kip thoi.

2. Béi véi can bo phu trach cong nghé thong tin

a) Quan ly viéc di chuyén cac trang thiét bi CNTT (thiét bi mang, thiét bi
ngoai vi...) cuia co quan, don vi.



b) Huéng dan nguoi dung cac bi¢n phap ky thuat giai quyet va khic phuc
su ¢; trong trudng hop su ¢b xay ra ngoai kha nang giai quyét, kip thoi bao cao
véi lanh dao co quan, don vi; ddng thai phdi hop véi co quan chuyén mén dé ciing
phdi hop khic phuc.

¢) Xit Iy khan cap: Khi phét hién hé thong bi tan cdng, théng qua cac dau
hi¢u khac thuong nhu: HE thong may tinh hoat dong cham khac thuong, ndi dung
bi thay doi... can thuc hién cac budc sau:

- Ngit két ndi may vi tinh ra khoi mang LAN, Internet.

- Sao chép toan bo dit liéu cua hé thdng ra thiét bi luu trir ngoai (USB, 6
cung di dong,...)

- Khdi phuc hé thong bang cach chuyén dir liéu backup (sao luru) méi nhat
deé hé thong hoat dong on dinh.

Pieu 9. Cac hanh vi bi nghiém cam

1. Cai dat thém cac chuong trinh, phan mém, can thiép vao phan cang va
pham mém cai dat san, tu y dich chuyén, thdo lap cac trang thiet bi ma khong co
su dong y caa cap co tham quyen;

2. Xam nhap, stra doi, x6a bo noi dung théng tin caa co quan, ca nhan khac.
3. Can tro hoat dong cung cap dich vy caa hé théng thong tin.

4. Ngan chan viéc truy nhap dén thong tin cua co quan, ca nhan khac trén
moi trueong mang, trir treong hop phap luat cho phép.

5. B¢ khda, trom cap, s dung mat khau, khéa mat ma va théng tin cia co
quan, ca nhan khac trén moi trudng mang.

6. Hanh vi khac 1am mat an toan, bi mat thdng tin cua co quan, c4 nhin
khac dugc trao doi, truyén dua, luu trir trén moi trudng mang.

Chuong 111
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 10. Trach nhiém ciia ban linh dao Bénh vién Tam than tinh Kon Tum

1. Phan cong can bg phy trach CNTT dam bao, an toan thong tin cho hé
thong thong tin.

2. Quan tdm dau tu cac thiét bi phan cting, phan mém lién quan dén cong
tac dam bao an toan, an ninh théng tin.

3. Khi ¢6 su ¢b hodc nguy co mat an toan, an ninh théng tin kip thoi chi
dao cac , khoa, phong , cac tram y té truc thudc va qén bo phu trach CNTT phoi
hop chat ché vai cac co quan, don vi phong ngua, dau tranh, ngan chian cac hoat
dong xam pham an toan, an ninh théng tin.

Piéu 11. Trach nhiém caa can by phu trach CNTT

1. Xay dung ké hoach (g dung CNTT hang nim cua co quan, don vi.



2. Kip thoi tham muu, trién khai cho trung tdm nhiing quy dinh, cong van
huéng dan c6 lién quan dén cong tdc dam bao anh toan, an ninh thong tin do co
quan chuyén mon hudng dan.

3. Bam bao an toan, an ninh thdng tin dbi véi cac may tinh, hé thng mang
Cua trung tam, cac khoa, phong va don vi truc thudc.

4. Thyc hién cap phat, thu hoi, cap nhat va quan 1y tat ca cac tai khoan truy
cap vao h¢ thong thong tin cua trung tam; huong dan nguoi dung thay doi mat
khau c4 nhan theo quy dinh.

5. Van hanh an toan hé thong thong tin cia co quan, don vi, trién khai cac
bién phap dam bao an toan, an ninh thong tin cho tat ca can b, cong chuc, vién
chuc trong don vi minh.

6. Quan !)’/, theo ddi cac hoat dong thudng xuyén va dinh ky nhu van hanh,
sua chira hé thong mang noi b, cac thiét bi khac...

7. Thuong xuyén huéng dan can bo, vién chirc khai thac va si dyng tai
nguyén CNTT va dam bao an toan, an ninh thong tin

Picu 12. Podi véi can b, cong chirc, vién chire va nguoi lao dong
1. Cac may tinh khi khdng st dung trong thoi gian dai can tat may, dé tranh

bi cac hacker lgi dung, sir dung chirc nang diéu khién tir xa tan cong vao hé thong
thong tin cta co quan, don vi.

2. Céan b, vién chuc tu quan ly céc thiét bi cong nghé thong tin dugc giao
st dung; khong tu ¥ thay ddi va thao 1ap cac thiét bi trén may tinh khi chwa ¢ su
ddng y cua can bo phu trach cdng nghé thdng tin; khong tu y lién hé véi ca nhan
bén ngoai vao can thiép céc thiét bi va mang may tinh.

3. Strdung chﬁ:c?néng mi hoa, dit mat khau dam bao cég dix liéu nhay cam
nhu tai khoan, mat khau, cac tap tin van ban,... trugc khi truyén trén moi truong
mang. Cac tap tin gui dinh kém bai thu dién tir hodc dugc tai xuong tu Internet
hay cac thi€t bi luu trir gan vao h¢ thong can dugc kiém tra dé phong chong lay
nhieém virus hoac phan mém gian diép lam mat thong tin.

4. Khong duoc truy cap hoac tai thong tin tir cac website doc hai, khong
duoc cai dat cac chuong trinh khong o6 ngudn goc...

5. Khong dung hom thu cong vu cua ca nhan va cua co quan, don vi vao muc
dich ca nhan nhu dang ky tai khoan mang x& hoi, dang ky mua sam qua mang...

6. Nghiém chinh chap hanh cac quy dinh noi bo vé an toan, an ninh thong
tin cua co quan va cac quy dinh khac cua phap luat; nang cao y thac canh giac va
trach nhiém, dam bao an toan, an ninh thong tin tai co quan.

) Chuong IV
TO CHUC THUC HIEN

Piéu 13. Trach nhiém thuc hién



1. Cén b¢ phu trach CNTT chiu trach nhiém theo ddi, don doc céc bo phan
truc thuoc Bénh vién Tam than Kon Tum thuc hién quy dinh nay.

2. Trong qua trinh thuc hién néu c6 van dé phat sinh, vudng mac, can bo,
vién chirc cua céc khoa, phong thuéc Bénh vién Tam than tinh Kon Tum kip thoi
bao c4o vé phong Té chtc - Hanh chinh — Ké hoach — Tai chinh dé can bo phu
trach cdng nghé thdng tin xem xét, stra d6i va b sung./.
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